LEGIBLATIVE UPDATE

The National League of Postmastersis The Education Organization.

That education must include Legidlative awareness. The purpose of this weekly
column isto bring that awareness to all our members on a diversity of topics.
Thumb drives have become the standard for portable data transfer and storage.
Offering both larger capacity than it's“floppy” predecessor and more flexibility
for temporary file transfers many Federal agencies are having to deal with the
biggest downside of thumb drive use : SECURITY. With incidences of “missing”
personal and sensitive government information these agencies either monitor
or turn off USB ports on Government computers to prevent unauthorized thumb
drives (not issued by that agency) being used on office computers.

An informed membership is a more effective membership.

“Federal Agencies monitor thumb drives connected to USB ports’

Thereisno blanket policy guiding how agencies should use thumb drives, but
since 2006, the Office of Management and Budget hasrequired that sensitive in-
formation — including personally identifiable infor mation such as Social Security
numbers— be encrypted on any device being removed from a federal office. But
because of the drives small size, tracking their removal is difficult — most are not
found by metal detectors, experts say.

In the face of some embarrassing data breachesin recent years, agencies have been
left to answer how best to managetheir use. Thumb drives, the successor to floppy
disks but with more storage space, work by plugging into USB — Universal Serial
Bus— portsnow standard on most computers. Gartner, an I T and research firm,
expects as many as 180 million of thedriveswill be sold in the U.S. this year. About
900,000 of thosewill be sold to federal agencies, said Joseph Unsworth, a research
director for the company. Agencies interest has been “pretty slow thusfar,”
Unsworth said, “and alot of that hasto do with security features.” Government,
he said, “didn’t know how to manage these new types of technology and, while not
complex, there haven’'t been the solutions available to minimize your risk. ...
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Thisissomething that isgoing to need to be increasingly watched and gover ned by govern-
ment because of therisk.°

The Veterans Affairs and Homeland Security departments, for example, issue and restrict
use of thumb drivesto only those employees who need them, officials for both departments
said. Both departments use softwar e that locks out any unapproved, unencrypted drives,
officials said.

Even before the L os Alamos case, employeesthere wererestricted from using per sonal
drives. Thelab hassinceinstituted a random sear ch policy that anyone on the campus can
be subjected to at any time. It has also reduced the amount of its electronically held classi-
fied holdings, said spokesman Kevin Roark. 2 All electronic devices are banned, no matter
who ownsthem,® Roark said. The agency also monitors network downloadsto USB ports,
he said. @ Either your USB ports are blocked or removed if you don't need them or, if you
do need them, they're monitored,® Roark said. 2 There's always been monitoring of our
networ ks, but now we specifically look for recording devices. It's much morerigorous
now.°

The greater use of encryption and monitoring softwareisthe only way to ensure data secu-
rity while still allowing for the flexibility thumb drives can provide, said Johannes Ullrich,
chief research officer for the SANS I nstitute, a Maryland infor mation security training
firm. Monitoring software and encryption technologies are afirst line of defense, he added.
a That's a fundamental rule here, nobody istrusted,® Ullrich said.

The Nuclear Regulatory Commission, so far, hasrelied on trust. Chief | nformation Security
Officer Patrick Howard said employees have been allowed to use personal drivesbut are
trained to encrypt any files before they are placed on aremovabledrive.

a |t'sup to them [the employees] when you get right down toit,° Howard said. 2 You have
to trust your employees when it comesto policy.°

And, though the agency has not had any reports of data breachesresulting from a thumb
drive, Howard said, thereisa sign that that trust iswavering. The agency isin the process
of ordering encrypted thumb drivesthat it will issue to only those employees who need
them. Oncethosedrivesarrive, the NRC intendsto ban use of personal drivesand is
looking into installing monitoring software, he added. 2 That way we have more assurance
that it'sthe proper encryption and it takes some of the responsibility out of theuser's
hands,° Howard said.




